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T

g HFATF HI Tacaal H T T T &l 509
T &% g o, 9, fER g Adh & 9= @1 AfRER
TRHIAT § oA Tg IAP TFd e I 3MaTey off &ar §
- 18 g difsa, 3iifsar a1 ow i aFT F gy
JUT TAR & TIA & & H STIATST I W, ar@r
T STY AT A FIahd R Thd &, ST ATURT
AR B AT@N AR & T Teh marsT fAerdr § aar
TE Il & Th 5N & &I H HHA FT gl Th
AREST & 3ETAR, Sexeie e &1 A & foreen
SAIH gl

S $eTeie SATET AT g @7 § a9 3 wE
Ao el W gET Agcdqul gl S 6T &1 HgFd
TS (Iue) F HHeafad a1 Fa i FadTar F HUER
F AT YRR theh o § A Scoiec & TH T
IRATTRRT AT F IR F AFAITIRR =AET *F did
39T RAE & gt § & Sedae 7 % Jart g @dt 6
AT B FTITTA & § Il ATANARRT q2T
A & fawra # o Jorar &ar §1 9% A o g ©
o epelieh T faerd & Solcl & @l &l Faer de
g e §1 Lt Tt & Rt s
AT & FIefeil HIGTIT AT THRI F AR T T
AW TR W AT Y [ et arel FdeTor ¥
Tg X@r guel g W@ &

qE A W T G R FY WER g FRURE
aderd 3rfacated T ATSACr 7 aer g W@ §l 3R
RAE wgar §: “3fPeaFa Hr cadaar Tar F wgadr
(@recten) & ST @a 76T &1 wreae g fFeafEa &
TIATAT TH GEY ¥ 31 § a0 qa@y W AT § FaR
3 gAY & e, TH B aTT HROT S @ @R & AR
gRome $Y|¢ A RAE o 3 v ey T

1 ACLU v. Reno, 929 F. Supp. 824, 830-849 (ED Pa. 1996) at 842
(District Court Opinion)

2 Report of the Special Rapporteur on the promotion and protection
of the right to freedom of opinion and expression, Frank La Rue,
17 April 2013. www.ohchr.org/Documents/HRBodies/HRCouncil/
RegularSession/Session23/A.HRC.23.40_EN.pdf

TR & el & T H S5 foar Jur fafdes i
% GART FAATH & dAehl & SATIH ITANT &l THh1eT H
AT S R ATAISRT T 3ot &Y @ & o &
ST T 3ooiad g Sl I ATSIET & Soogsd| ST
Ig &Y formr & & wrsadt v Ao R & aur
mﬁmmﬂaﬁmaﬁf@ma—ga@m
&1 38 3raran, fAstar & 3fUsR gav AReRT o
I ST § S drelel T I T ASE, WA el
ST S o Aera JRIART & 3edte 3mar &1 g,
Tg ARl § T A foh fAeTar & MR 7 F41
BT &1 TTSAE FY &7 TEea & WM S Fhel € - T§
50 W R W § & g 39 e i Fg @_g &
HIT MWW A ¢, fraat g e t@er aed § qur
FIAT 9 FIT ol & o 7 B

e o i TN god Fdelrw WA ' 3T Sgah
g, S T el diser & Her 7 glar § e 39 ar
TS FET ddrey 3T Sgd 81 STel o a1 § AR
a2 &1 FaW 37 ST § AT Hheflel d HAUT &
AR AT FEal § o a areer $ emdr Hr 8T I
W1 &, Jiaerse giar # siffeafdd i wadTar w
R oRMH oFT W@ 1 7 uyefedl & favw s a&
A S T & oY AT T GEEIT HI I3 § TAT 3R
AR WA T GR&Tr a FArel A ifey & fow
3TaTR gl

TE TISC 9 T ST HRA WHR A 2009 & Hiepel
AlfreRe e (@uaey), o & fowE | TRk
TG dTeT Ueh AT, 1 & e i ayom | 2013
#, g HOR daelier Tod A7 fAflg qaur & dosca
R U H YE FA A wwom H| Jg ROE g9 a1
PN IFEU AT § o TRAN adferrd 7R 7 HA
FTH FAT & TUT FY TWHR T Tede IS el &
3iieTelSe STeT e 9gd & § S o ey iy
FffcafFd & T @R €

3 Ibid.

4 Universal Declaration of Human Rights, Article 12; United Nations
International Convention on the Protection of the Rights of All
Migrant Workers and Members of Their Families, Article 14.
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R # g F Awsw Fea

FAR FATH Qe H AR, FEART, STAT T,
faRaIvoT, 39er, FET0T, Ush X I@eAT, 385 AY
Terars 3 a1 o1 a% Tga S fF AN F 97 A,
ﬁmmﬂﬁwﬁ@ﬁn%aﬁﬁ%lwaﬁﬁ?
SIET A SAET T aF T 39T X I} &, R &
2014 # $exeie &1 IR I 243 Afewe g @ &1 5w
A A o T SUATRAIN T AT F e -TalT T
[art Hr Ffead & § O AsTAiasd ST @ o
JTEIT T §| HEGH qAT T d saler et dr ara
A H A TF §3 H{SAT T qg H

Yer #Xd &1 o, 3AREH wderw dam F Aadi,
e @ e &1 eare vl 3R f@=r o1 59 @ vsag
S o faea o) & TS H SAHASNT Wld W
STt g arfiees O & & o, ARd & IO &
2013 & dvATy Y T A7 arfeh JHidRe it wr
Aifaex rar o1 | 58 @ed & 75 AT sfar &
I AT qUT 380 TWHR o Tt Bfoea TR g
FomplrgfaenesTd & AlfeTey FeT & Al e

AT & AT W §1, AR & Hlofel & RN Gl
Tl U A W gfaey §1 3aeor & AT, daRd
ArEe JhE TR 1898 & WM 26 % AN FIT H
U AT I golreld &T & At A% dfcerss & 7S

& fav| 58 GRE & AR, Tg @ e gereid

#, fondlr dfeersh &1 geam ar enfd Fgrell & forw eremar

ST HehT &

Tg YT gl § [ T T FET THR T TH
aifhhe i WA § 5 Ig A F Fig gfcas
sFReET 1 Rufa § a1 g el & sexdeere aent
#r orems 7 oifa & o &1 53 uR, foeme Tae
1885 & 2T 5 (2) ot @gar § & (1) G e
& feufar  ar oeit & gram & fav ¥ (2) PR v
FAT HIRA T Tehcll G & foIT, ggr & gt &
qry T@EY, A1 it & T iR gear & HEEe &
T T AT gl

§hA Tq I AT FAH HRA THR T 39 HH #
AR & 3TadA SR o Gleels SHAYGIT &l
g fFaTl FIE F fsels sEEEY i th IS

5 Times of India. (2014, January 29). India to have 243 million
internet users by June 2014: IAMAL. Times of India. timesofindia.
indiatimes.com/tech/tech-news/India-to-have-243-million-
internet-users-by-June-2014-IAMAI/articleshow/29563698.cms

6 The Indian Post Office Act, 1898. www.indiapost.gov.in/Pdf/
Manuals/ThelndianPostOfficeAct1898.pdf

7 The Indian Telegraph Act, 1885. http://www.ijlt.in/pdffiles/Indian-
Telegraph-Act-1885.pdf

8 AIR 1976 SC 789, 1976 SCR (2)1060, (1976) 2 SCC 128.

INDIA

SFYOIT & & H @ JUT 30 RIS & iderd adend
F FWE ST ST ok o 57 YR & 36T B
Tl T Ag AL 3oTAT| HIE 7 Th GET A Gfeersh
AFRET 9T AN ForaT T 3HeT afcersh & gRaT AT Wadn
T IET F FT FH @

SHRAA Sehallelioll Tae 2000 & &T 3TeT-37eT9T JerleT
A & SR g AR § Faftd g1 aee 69
el & [ &T FT ek ATk Uehelsh g AR &
AT FHFYR & AeIA F Rt off e
fafreersT|

TeFereT 69 1 I cleofeh & - fhdll off Frcgex 7 @
3TCT &l TATRA e, ITAT AT Hgol X IGT| IT§
At agex BgRE 33w & fav 3w G o
HhaT B

¢heh 3TeT @ JaereT 69s F 3 g IRenRT R -
Frs o zrer o TRl off 3meelt fr g g I,
FFY AECH AT FFYX dAcash ar fhelr off wureT
STET ¥ @I I wed H ST Fedr gl

gaorg A% FfFdaa AleRe & fov DT =6 1
AT Teholieh T QAT 674 1 arard arel olani &
IR A § AU S8 ITAeTH § % To Fqar S 3o

70T F § 30 &7 § FA N A gIiea W
TET I F AT AT T Tl AT YA 67 T (2) &

3T gus e Tehdr &1

AT deholleh TeFe Herelel 79 draerdid Filel arel &l U3
el e S R 3% gaRT e AT STer § & Sarar
g1 fheg, 2011 & AT T Aeholleh HATGIT o $H TaC &
e forms & o @ AR Sy R §| e, 2011 &
I T dFelieh FACT o $H UHC & IHaed A &
ar dT 3R SR R § - ugen e F e arel S
ST VAT &1 aTel (TG WIHISSI) T A Tolehre
TUT T WD W AR @el & vl F alar forgar

9 Section 69 of the Information Technology Act. www.chmag.
in/article/jan2012/powers-government-under-information-
technology-act-2000

10 The Monitoring Rules list 10 “cyber security” concerns for which
monitoring may be ordered: (a) forecasting of imminent cyber
incidents; (b) monitoring network application with traffic data
or information on computer resources; (c) identification and
determination of viruses/computer contaminants; (d) tracking
cyber security breaches or cyber security incidents; (e) tracking
computer resources breaching cyber security or spreading viruses/
computer contaminants; (f) identifying or tracking of any person
who has contravened, or is suspected of having contravened or
being likely to contravene cyber security; (g) undertaking forensic
investigation of the concerned computer resource as a part of an
investigation or internal audit of information security practices
in the computer resource; (h) accessing stored information for
enforcement of any provisions of the laws relating to cyber security
in force at the time; (i) any other matter relating to cyber security.

11 sflc.in/information-technology-act-and-rules-time-to-change



AR & Selel I TSIET T 3eTehl ISAUT T e
ExG TGRS

HRT S 5 Nfzar gdaia & v Ted 937 TOIR Tolat
ST I@T §, 39 TesT 7 2013 & 3ifaw ey 7 20
gfaRrd & Jer gof A 75 el & ARTSHT gars
37133 W 3,700 3MSH Tdferrd HeaX e 1y § S
RT & gl oY ISd NS Ve &1 gad §31
STATAST ¥ WER d ST &1 alell o Scarpqasd
HEEAT Tehelleh T 39T &, foraer soRarforena,
gfore s, TR, 3%, The @ guiAThe |l e
gl 50 92 & Jaeg 6 A A T 3cEag 3
U F Aol & AT oo a12r o, g o FepeT
TG & S 3% TUTIAT IT YW &l S@AT &Y T
TAEF Feled Solaciielen Helleldl Pl Adhel ATl § ST
& FaeT deeld vae & HaRIe 663 A AT § o
R fsh &1 & fpdly cafea fr Al & Ferd 3ahr
TEIR A HA F e FAT, 3TH YR T THROT AT
39 ogfed fh fAsar &1 Seoosr frer off aRfPufa &
SMACT &1 ST Sooidel Il I 3 AT ddh T ohg AT
& oG T (H{F 3 §OIR Sfek) deh &l gUs A gl

8% e, 2011 H THR o ASaHh H Fdelrd Hr
ﬁﬁawm,m%mwﬁgaﬁtwﬁaﬁ
T GG SIRAT §| SUAETHASN I 3= IREgaT ST
IS § aifeh Y TSeRHr H T W Th| 3 R A
IR STET H ARG HEFleFe S fob gHehl ITAT
Jifcafed 1 FTadadT H ca TAT ASTiiaed faIe &
T fRar STar §1 9RT 3T ATY-A1Y JSAIST H &G
T H JUT IUIRTRAT F ST HI AT HT qGH F37
aftat 3 & v 1 aprer et RO gafar § &5
3YAITHATHT BT ST AR F Ig 3ANGT & g qad
CERAN I

2012 & 3id &, ¥RT & AR HIAAT F TSR
U & 10 oW selhell 3YARTRATST d Rae e &
qﬁaﬁﬁmaalwmqﬁ'@aﬁw
HY 3T TARX TRA H PN T 3G H W & dlih
TIAT IR W Ao @ T Tkl

faeg R & TN ged ey WA @ 3 sErcd
g, S 7 @l disel T @ 7 giar @ ofee 38 ar
TSET FET ddR 3 e §1 STgl a% a1 @ AR
49 &1 GaW o351 Sielcd & U dlefed g HIAUT &

12 www.indigovision.com/documents/public/project-briefs/Project-
Brief-Delhi%20Airport-UK.pdf

13 www.google.com/transparencyreport/userdatarequests/IN

14 Gallagher, R. (2013, February 22). India’s spies want data en
every BlackBerry customer worldwide. Slate. www.slate.com/
blogs/future_tense/2013/02/22/india_wants_data_on_every_
blackberry_customer_worldwide.html

ITER T§ el & f& ar Sioiel i Iy v 8T
T 8, Hieterget gfevar & ifeafda & wacTdr w
AT oM 9T T@T §1 57 UefeA & fow S a%
& o ¢ € oY B & gATIT AT S5 § JAT 3D
SRR IGAT TS GR&TM a ool A il & fow
3TaTF gl

TE TYSC 9 I S HRA TWHR A 2009 # Fdped
AR e (AuAey), g & fowa | TRk
TG dTelT Ueh T, 1 & el i °yom | 2013
#, GO HAR deeiier s #7F7 fAfdle qawr o s
& QY A H YE He d Avon @) Fg RO 39 a1
W AU AT & o TANT Fdoid AR H HH
FTH AT § TUT FY TWHR T TSdT TS Al &
ﬁmmwﬁvﬁ%sﬁﬁ?mﬁ
sfdcafda & v @ &l

sffcafFa i Fadaar a1 gaR Gdaw
R HT T @ Mfcfher 19(1) F adia
fdreafaa & sramdr aar &1 fheq, anfefea 19(2)
Jifdcafea i T F Ashar &1 fefher 19(2) Ry
o o & R F T vwar & R A, Jar i gram, gW
7 Sl & Y gy, wifa, Fgar ar afaewar ar
TR W & v a7 Y FE f raga=n &
T, gt ar fohely 3rorer & FaY # o) fnar s
HHAT B

wfaurer forsrar 1 gt mendr gt &ar g1 e, sTRd
& g &I anfefea 21 7 erar & aenfia fmar
¥ - Sfiael g 3TeNer &1 HUFR| Ag FEaT § - TR o
fFa & 3adH oige a1 el Tadaar ¥ afg =@

TohaT SR ST Teh T Hlefel &I Seoitlel a1 811 el

a1 § o sifcafaa i 3mendr aur e & fter
g Al F Holed HY @ S|

Tod $o A6l A, Th AT WA e H A wel
T T, I fF 30 ARG TEHR & ganT A=A oTer
AT &l Th e S R 19 318, 2011 &7 &7 § J27
ST offes ¢ ‘o8 afdher goe (faeawor T gur &
forw) afSafea fBuréeie” ar uger s &1 = o7 afseT
39 A #F HieAes 39Ty ¥ Tg FC T
ITAFHRT & TgIT Far § aur Asrar & 3fsR 7 ar
FHT § IHR T FE G RN FA ¢ foraenT 1A
3TeT eI HTARET 3w SfFam (Sdresns) ¥ wrsawh
FoleT d WIS & 91T, 38 g & ST & A o
IS FHST ST Tl § a7 $HH HARAarraar S (shr-

15 The Constitution of India, Article 19 (2).

16 www.legalserviceindia.com/articles/art222.htm

17 Available at: bourgeoisinspirations.files.wordpress.com/2010/03/
draft_right-to-privacy.pdf

Global Information Society Watch



i) ifFcafed T Fadaar T IR TR 9T Fehell
1 A AR & THG & TEEA FI TH Flfel @i
N SR HHH F &1 2011 #, HHe & 3rer GeaT
Flofel are foraT, Afther 31l o oI # IS orSad

FIelT 161 g1 AT Hi FadTdT aAT WY el
TIIFaT 1 Hifd, TSI v Fifow AT 3WER §
JUT TE AT TFEAA HI AT B

3T i IR

ART & fov e &1 R 3T I § T FeH 3o
ST Fhd &

ST &7 JFER T WA H TGS I DSOS
T Ueh 96k dlih & Tl TRT ST Th| 3T
37CTaT ARG H 96 TR R TIAT g SHTeId hl
e Torer & #2 & T H T &1 T gl
g i AR e & T fPeafEFa dr w@dTar
FT gerar & T TR §l

IR FIeli Th Sg & Aehelsh drell Piofed § it
& fFcaied g A & Tadaar & e g o R
SAdIEF FATST & TIT Th TRT

AT dhelleh Tae 66T AT 79 ST f &e &
gerel &I Ufhar & SR A g, § UR & S At
HC F AWH P Hec gell d gl ghAaa fwar S
e AT 3eTehl FERTAT § Tgel el H¥el 1 Hiepr
e ||

gerel T 9fshdT 7 Riee fhar S arfe diefea
# Al Fr 3FaFa ar iearsa Hic Hr A@T F
Weh AT U3| g NTETF ¢ dlfer AT
TgAAAT H @l o1 U]

HFafEFd T TadTdr T o giar & ar dar &
B gl

HRT N 3 7 STt 243 AT (24 F03 30
AME) ART ASd ﬁscﬂo—ic?ﬁﬁqud g
RwtaT AfS A smaeasar & afe sifdcafFa &
TIATAT & AHERR & Tl H HRTSET AT &
AR N AR S | 38 AR, el
T Ggd AT elihel hee P fAF HTA Hr o
JTARTHAT B

I ST AT gTEAT AT AFAW YeTad it arel
Fr off 39eT AT & wdona ar fiF ar fmelr 3=
TET T FT ST QT fRaAT AT AT AT FIS
T STeT A1 A A% g2 & wdarw & forw a8
SFFST FXAT AT

3d #, Asar & 3RER Jur AfcafFa fr

T St 6 v gt @ 3 & aur fGaer
AR forer, diferdy ar w7 & § A o
a7 ¥ 3ETe’T & U, cgiadt eanr (Fifar A7)
BT TETAT F S@T G I™AT § dAT S THR
STFAAT Y T 39T A IA HHT P BT
R ar R el & siearse ar sitwerse oo
el & AR fAcafea & 3endr g fHsrar
TH g ¥ FS ANF F FNE A TgAT A §,
I YHR Hs Ad A1 IR TIaT &7 ¥ oFad
FEAT qAT HA ST FT HRAFR ifFeafFa &
HISTET TAT AT Gl T 3TAEr HF S F FHSTA
T TR gl T TF A F$ AT F G@RT HARSET
TR W 3BT AT @ 8

FTAT H WHRT & EART 75 dhelldh o SEAATET
o PRERT FET AT adA ST F SAAT HT
TS T AGT g Afev| AEAf B sifdeafaa #r
TIAFAT AT HA HAT ST ThaT ¢, ToreT aRFEfar
H I8 & ThaT § 3TH &F UiET a1 -5 FR
Thd §1 I Seelc W AT AT 370 BRA |

INDIA

Tg T TAT ¥ & 9Rd WER el & ReR T
T W S & a1 T$ad § SSoI8 AT | AH
T T 3aTF Bfoed Ssors vF EEs g
FEaYOT FECH § Vo IR F v qur sad 3=
3 JifdeafFa Hr Tadaar H gerar Feem|
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